The Washington State Gambling Commission, Secure Access
Washington, and you.
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The Washington State Gambling Commission (WSGC) is now hosting its My Account one-stop
application inside Secure Access Washington (SAW).

SAW provides a single sign-on experience for customers to interact with many Washington agencies
services and applications. Only one user ID and password is needed. Additionally SAW can provide
additional security for users, keeping their identities safe guarded.
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Introduction

This guide will enable you to sign up for Secure Access Washington (SAW) and add My Account as a SAW
Service. If you need assistance call our licensing specialist at (360) 486-3440.

The rest of this guide we walk you thru signing up for and using SAW to access My Account!



Sign Up for SAW (Note: if you are already a SAW user jump to Registering for My Account in SAW)

Head over to https://secureaccess.wa.gov in your web browser:

. e
TN [ ——

Suggested Saes ¥ 2| What happenedtom_ ¥ £ ACISS 21 Free Hotmail M Mavenck

@ SecureAccess
WASHINGTON

Log in to SecureAccess Washington

User ID:

Password:
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https://secureaccess.wa.gov/

Enter your full legal name exactly as it appears on your passport or driver’s license (This will not be
your user ID — you’ll choose your user ID in the next step), email address and secret question (pick one
you’ll easily remember):
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Enter your persenal information

Name:

E-mail Address:

Confirm E-mail:

Secret Question:
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Question Answer:
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Next you will enter your desired User ID (it can be your name, email address, whatever is easy for you to
remember) and password. There are enforced rules about password length and complexity — these
rules appear to the right and it gives you feedback about your password selection. Enter the squiggly
text and hit Next:
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You have selected a secure
password!

In the box below, enter the security code you see above (not
case sensitive):
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NOTE: if your user ID or email is already set up in SAW you'll be given the option of retrieving/resetting
your SAW account. Otherwise you'll see a confirmation page:

BRON 55 securmicoess Wahington ..
View Fpoine  Tesh Help
Suggested Ses = 5 Whal happened om. = ] ACES 3 Free Hotmad B Maversck

Here & your personal and account informition

NOTE: W value the security of your personal infarmation, In order 1o prodect this information, your password will éxpire every
24 montha or 13 months depending on Applicahon aCcess. Also, your password shoukd not include a dchonary word

Name:
s Huriler

E-mall Address:
madl com

User ID:
qaakwar

Secret Ques!
What city were yo

#100% -

If it is correct press Next (or press Previous to make corrections).
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Follow the instructions by opening up the mail box for the email address you used and opening the
email from secureaccess@cts.wa.gov “SecureAccess Washington: Welcome to SecureAccess
Washington”.
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MESSAGE

secureaccess@ Cts.wa.gov
SecureAccess Washington : Welcome to SecureAccess Washington

To  Hunter, Chris (GMB)
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* This is a system generated message, please DO NOT reply to this email.
* If you have any questions, please visit our support site at:
*

*  http://support.secureaccess.wa.gov
*

B e e

Thank you for signing up with SecureAccess Washington.

Your SecureAccess Washington account [ChrisHunterTest2] has been successfully created.
SecureAccess Washington offers two methods to activate your account.

The easiest method is to click on the following link;

https://test-secureaccess.wa.gov/public/saw/pub/regConfirm.do?s=64352&userld=ChrisHunterTest2

If your email does not support hyperlinks or you cannot log in after following the link, you can manually activate your account by following four

Ameus e

Click a photo to see recent emails and social updates. g

orks to show p

file photos and activity updates of your colleagues in Office. Click here to add networks.

Click on the link inside the email to activate your account.
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Registering for WSGC My Account SAW Service
Now that you are a SAW user, log into SAW using your SAW User and SAW Password.

Head over to https://secureaccess.wa.gov in your web browser and sign in.

It will look like this:
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Please note: SAW is a shared portal serving multiple state agencies. To get help with a service provided through SAW, please contact the
sponsoring agency directly. Click the "Contact Us" button to view a list of agency contact information
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Service Agency Description Status Action

No services

Click “Add a New Service”. If you need assistance call our licensing specialist at (360) 486-3440.


https://secureaccess.wa.gov/
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Service code: an agency below to see a fist of services:

Enter WSG CSO P in this box and press Apply

Below 1o apply for access o the service

waassoe

Senrch services by keywords:
Enter keyword(s) below 1o find refaled sernces. Leave held
blank to display all services.

AT LEAST ONE of the words
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In the Service code box enter WSGCSOP and press Apply, you may see the following (if you have
previously used other State Agency services you may have already provided this information):

Here the first thing is a confirmation if this is your full legal name exactly as it appears on your passport

or driver’s license. If not you can change it. Enter your current address.

Secure Access will now ask you questions based on public record data, places you have lived, people you
know and perhaps even a question that doesn’t apply to you. It is using LexisNexis to verify you are who
you say you are. This is an important step in keeping someone else from saying they are you and signing

up for state services as you. This protects your online identity. Here is an example:
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This question is part of the identity verification (KBA) service
provided by LexisNexis

Which of the following street addresses in 'Columbus’ have you
ever lived at or been associated with?

1002 Cloverdale Road

27720 131st Court Southeast
3504 East 26th Avenue

3518 221st Avenue Southeast

4322 South 9th Street

*/None of the above or | am not familiar with this property

After a couple of more questions you will have proven that you are you. However, if you were not
verified by the questions you’ll get this screen:
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We are not able to verify your identity.

What should | do next?

1. Verify that Christopher Hunter is your full legal name. Edit your profile if necessary.
2. Make sure you are entering a valid address. The best address to use is the location where you receive bills or bank statements.
3. Try again.

What if it still does not work?
1. If you have more than one address, Iry a different one.

2. Request permission to skip this step. These requests are reviewed manually by the application owner, which may cause longer than
normal wait times for access to this service.
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You can certainly “Try Again”. If you have recently moved to a new address, try to use your previous
address. The system uses public records which sometimes take some time to synch to your new
location. If you receive your bills at a P.O. Box you might try that as your main address instead of your
home address, as public records might match the P.O. more easily. If you very recently changed your
change for any reason, like marriage, you might try using your previous name.

If another try is not successful (it usually is), you can select “Request permission to skip this step”. This
will place your request into a queue that is manually approved by agency staff. It will cause a delay in
accessing our service. Once you are approved, however, when you select WSGC My Account inside of
SAW, you'll be walked thru the same steps as documented in this document.

Adaptive Authentication Enrollment

If you have never signed up for a high security application in SAW you will be prompted to enroll in
adaptive authorization:
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Adaptive Authentication Enrollment

Applications with sensitive data require users to enrall in Adaptive Authentication. Adaptive Authentication lets us know it's really you
If you sign in from a computer we do not recognize, you may be asked to answer a question, answer a phone call, or enter a code
sent to your email. Click the continue button to choose your security questions and provide your phone numbers and email

addresses.

The first this it will ask for in a primary (and optionally) a secondary email address:

Email Enroliment

gnira, Adaptive Authenbcation can send a venfcation code 1o the emad(s) you specify

1T you sign in from a computer we do nod

bralow

Primary Email (Required):

Optional Email:
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You can of course use the same email you signup up with SAW, or another. If you choose an email
challenge SAW will send a code to this email address you will need to enter into SAW to authorize the
SAW session. [We'll cover this in a few pages!]

Next is will prompt for phone numbers:

Phone Enroliment

If you sign in from a computer we do not recognize, Adaptive Authentication can call and ask you to entér a code that appears on
your scraan. Please provide phone numbers that can be answarad whan accessing your SAW applications.

rimary Phone (Required) Optional Phone

Fhone Label:

Country Code:

ied States (+1) A Uniled Stabes (+1)

Phone Number (Include Phone Number {Include Area Code):

Extenslon (Optio

IMPORTANT! This needs to be your direct phone number and not the general number to your work. Or
you cell number. An automated dialer will call this number and you will need to enter the code. Ifitisa
general number you will not get the call!

Finally you will get to pick AND answer three challenge questions:

Choose Challenge Questions

I you sign in from a computer we do not recognize, Adaptive Authenlication may ask you one of te questions you select below. Your
answars shoulkd be no more than 30 characters (no symbots) and are not case sensitive

Question 1:

Please selsct a chalenge question - I
Answer:
Question 2:

Please selsct a chalenge question . I
Answer:
Question 3:

Please selsct a chalenge question . I
Answer:
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These are questions you will easily remember the answer to, but others would be less likely to know,
such as what is your grandmother’s first name. Pick the ones you will remember the most easily. Press
Continue:

Review and Finalize

Ploisa ravien e INformation you e entared and make any changes Bskne prassing the “Submit” bution

Challenge Questions

Question 1: Whal wars s name of your High School?

Ansere S

Guestion 2: Whial was your high school mascot?
Answer: Wilel
Quention i In what city we

Answer: Hollywood

Fhone Numbers
WORK: « 1 . 50—

Emails

Remember This Computer?

* Yoo | plan 10 USe This o

N Thes 5 & Drubb Commgs

And if everything looks good press Submit.

Now you will be prompted to answer a few more questions that pertain specifically to the Washington
State Gambling Commission:
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Press REGISTER to complete

the process m

Enter the PIN if the Washington State Gambling Commission gave you a PIN. (It is not the WSGCSOP
service code you used to register for this service.)

Indicate your business type: Charitable/Non-Profit or a Commercial Business, or Tribal.

If you were previously licensed by the WSGC please provided your assigned client number or license
number. The client numbers generally start with 00-NNNNN (Five numbers follow the dash). License
numbers are also in the NN-NNNNN format and start with a variety of number based on type of license.
If you know you were licensed but don’t recall these number PLEASE call us at 360-486-3440 and ask for
a licensing specialist. It is IMPORTANT we connect your “My Account” to your client records.
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If you were NOT previously licensed leave this blank.
Enter your “Doing Business As” Name (if this applies to you).
Enter the physical address (not the mailing address — unless they are the same of course!).

Enter your UBI if you have one. You can look this up at the Department of Revenue or the Secretary of
State’s websites.

Choose the type of ownership from the drop down menu and then (FINALLY) press Register.

Welcome, ChrisHunterAnotherTest

C A SecureAcces:
Click here to see the
service listed

¥ Add a New Service Contact Us

Service Registration Successful
Thank you for registenng wih agency State 's cervice WSGC SAW My Account Flease cick

the "My Secure Services” lab above 1o access the service

Shortly, you will receive email confirmation once your registration has been approved. If you click on
“My Secure Services” tab you should see the Washington State Gambling Commission Service.
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Click on the service name “WSGC SAW My Account” to launch into My Account.
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Welcome, ChrisHunter
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Please note: SAW is a shared portal serving multiple state agencies To get help with a service provided through SAW, please contact the
sponsoring agency directly. Click the “"Contact Us” button to view a st of agency contact information

Service Agency Description Status Action
WSGC SAW My Account Washington State WSGC My Account hosted under SAW, Active

Gambling Commission  which permit various licensing and reporting
actvities 1o be done online by our clients

My Account is hosted as a high security application. This means that you will be required to provide
multi-factored authentication. If for this SAW session (you might use SAW for other agencies) you
haven’t been challenged, you will be challenged now. You will most likely have three options:

Out-of-Band Email

Out-of-Band Phone

Challenge Questions

Let’s take a look at each so you know what to expect and which to choose to fit you best.

Out-of-Band Email
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Adaptive Authentication Challenge

This service requires additional authentication. Please select an authentication method from the list below.

Authentication Methods:

® OQut-of-Band Email
Qut-of-Band Phone
Challenge Questions

When you press “Continue” it will present the email address associated with this SAW account. This is
to remind you where SAW will be sending the email. Press “Continue”.
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Email Challenge

Please select or confirm your email below. Expect an email 5-30 seconds after clicking "Continue"”.

Confirm Email

chris.hunter@wsgc.wa.gov
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Saw displays a form for you to enter a confirmation code that should be on the way to your in-box.
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Email Challenge

An email has been sent to the address you selected. Please enter the confirmation code contained in the email in the box below.

Confirmation Code:

_

Remember This Computer?

® Yes. | plan to use this computer in the future to access my account.
No. This is a public computer or one | do not plan on using often to access my account

In a minute (or so — it can vary) you’ll receive an email. As you can see it contains a temporary code that

is good for 10 minutes. Type the code in the email into the confirmation box.
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Wed 6/8/2016 11:54 AM

SecureAccess Washington <secureaccess@cts.wa.gov>

Confirmation Code
To Hunter, Chris (GMB)

WASHINGTON

Your Confirmation Code is: 143662

This code will expire in 10 minutes, Please return to your browser and enter it in the box labeled "Confirmation Code".

Su cddigo de confirmacion es: 143662

Este codigo expirara en 10 minutos. Por favor regrese a su navegador y proporcionalo en la casilla marcada "Codigo de
confirmacion”,

o See more about SecureAccess Washington.

If the codes match — you are in — it does display a page for 60 seconds giving you a chance to update
your SAW account settings. You can press “Continue” to, well, continue!
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Authentication Complete

This is your opportunity to update your email, phone numbers and questions in Adaptive Authentication. If you would like to make
changes to your information, press the "Change" button. Otherwise, press the "Continue” button to access your service.

If no selection is made, this page will automatically redirect
you to your service in 57 seconds.

Out-of-Band Phone

If you chose this, SAW will display the phone number associated with this SAW account, so you know
what number it is going to call. Press “Continue”.
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Phone Challenge

Please select or confirm your phone number below. Expect a phone call 5-30 seconds after clicking "Continue”

Confirm Phone Number

work: +1 - XXXXXX3487

Remember This Computer?

® Yes. | plan to use this computer in the future to access my account.
No. This is a public computer or one | do not plan on using often to access my account

Unlike the email dance, now SAW is giving you a temporary confirmation code that you’ll need to enter
into the phone once the automated caller calls you
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Phone Challenge

We are now calling the phone number you selected. When prompted, enter the confirmation code below into your phone

Confirmation Code:

207643
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If you enter the code correctly SAW will redirect to the Authentication Complete page automatically.
This is the same page where you have 60 seconds to decide to make any changes to your SAW settings,
or press “Continue”.
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Authentication Complete

This is your opportunity to update your email, phone numbers and questions in Adaptive Authentication. If you would like to make
changes to your information, press the "Change” button. Otherwise, press the "Continue” button to access your service.

If no selection is made, this page will automatically redirect
you to your service in 54 seconds.

Challenge Question

When you signed up for SAW it collected answers to a few questions that you’d be likely to know and
people NOT you would have a harder time finding out. SAW will ask you one!
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Question Challenge

Answer the guestion below (not case sensitive) to continue to your service.

Challenge Question:

In what city were you born? (Enter full name of city only)

J

Remember This Computer?

® Yes. | plan to use this computer in the future to access my account.
No. This is a public computer or one | do not plan on using often to access my account

Here it wants to know what city | was born. Answer as you previously did and you are in. One other
thing about challenge questions — sometimes you might not have this option. When you sign in, SAW
looks at a few things — like whether or not you are using the same computer you last did. If you seem to
be logging in from a different country you will have to use a method physically tied to you — namely your
phone or your email.

Regardless of the method you used, once you have proved you are you — you will be transported directly
into your My Account which is a customized view of your WSGC client account.
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