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STATE OF WASHINGTON

DEPARTMENT OF SOCIAL AND HEALTH SERVICES

Aging and Long-Term Support Administration

Home and Community Services Division

PO Box 45600, Olympia, WA 98504-5600


H15-067 – Policy and Procedure
 September 21, 2015
	TO: 
	Area Agency on Aging (AAA) Directors
Home and Community Services (HCS) Division Regional Administrators



	FROM:
	Bea Rector, Director, Home and Community Services Division



	SUBJECT: 
	Required Training:  Criminal Justice Information Services (CJIS) Online Security Awareness Training

	Purpose:
	To notify HCS/AAA employees of the ongoing requirement to take the CJIS Online Security Awareness Training for:

· All current employees who will have potential access to and/or may handle Criminal Justice Information (CJI), specifically WSP and FBI fingerprint rap sheets, and 
· All new employees or employees in new positions who will have potential access to and/or may handle Criminal Justice Information (CJI), specifically WSP and FBI fingerprint rap sheets.

	Background:
	CJIS Online Security Awareness Training was rolled out by Washington State Patrol in December 2014.  In May 2015, BCCU was audited and was found to be out of compliance as not all necessary DSHS employees had received the training.  The Department was provided with a short amount of time to correct this deficiency.  In June, DSHS agencies and divisions began providing a list of individuals required to take the training to BCCU.  BCCU began sending out notices to affected employees with instructions for training. This training is a requirement and is subject to Federal and State audits. 

	What’s new, changed, or

Clarified

 
	This is a new training requirement for employees with access to fingerprint background check results. Access can include opening mail, completing a CC&S determination, reviewing background check results related to a client’s choice of provider, etc. 
In July, most employees with access to Criminal Justice Information were identified and took the training. All current and new employees who meet the criteria to take the training, but who haven’t already taken it, will need to take the training to be in compliance with the requirements. 
This training takes approximately 10-25 minutes to complete. There is a 25 question quiz at the end of the training the employee will have 1 hour to complete before the system logs them out. A passing score is 70% or better. Employees who fail the test will be locked out of the system for 3 hours and then may take the test again. 

This test is required every two-years, or biennially.

	ACTION:
	Effective immediately: 

New employees or current employees who need to take the training:  
All current employees who still need to take this training must do so immediately. All new employees who meet the criteria and current employees in new positions which now require them to have access to fingerprint results must take this training within 3 months of hire into their position. 
Names of employees that need to take the training must be entered into a spreadsheet by each HCS and AAA field office and submitted to HCS Headquarters monthly. By the 5th of each month, each office must send the names of individuals who need to be trained, or who need to be removed from the training requirement, to Linda Gardino using the attached spreadsheet. Employee names must be spelled correctly, supervisor names must be entered, and email addresses must be correct. If any of this information is incorrect, the employee may not be correctly identified for training or may not be able to access the training correctly. Spreadsheets with missing information will be returned to the office for correction.  Linda Gardino will provide BCCU with the list of individuals for entry into the training site.
Employees whose names have been added onto the training spreadsheet will receive an email using the address provided.  This email will contain log-in instructions including a user name and temporary password. Employees will receive another email when biennial retesting is due. 
Tracking: 
Each office should monitor the monthly list of employee names submitted to HCS headquarters to ensure the employees listed have taken the training. Employees can print out a certificate at the end of the training and give it to supervisors or other designated individual to monitor compliance and help with tracking. Certificates should not be sent to BCCU or to HCS headquarters. 
BCCU will send out a quarterly report of employee names that were identified for training but did not take it. It is not recommended that offices rely on this information for tracking because BCCU does not have the capability to sort names by offices. Information in this report could be distributed without being sorted by office. 
Do not meet criteria for training? 

Employees that no longer have access to Criminal Justice Information (fingerprint results), and still receives an email from BCCU requiring them to take the biennial training, may discuss this with their supervisor and have their names added to the monthly spreadsheet for removal.  Do not call BCCU for removal from the spreadsheet. Individual offices are required to compile names onto the attached spreadsheet of employee that have been incorrectly identified and send that spreadsheet to Linda Gardino once per month. Those names will be forwarded to BCCU for removal. 

	ATTACHMENT(S):   
	CJIS Security Awareness Training

[image: image1.emf]Copy of CJIS  Security Awareness Training - User List (4).xlsx



	CONTACT(S): 


	Stacy Graff

Individual Providers and Administrative Hearings Program Manager
(360) 725-2533

stacy.graff @dshs.wa.gov
Linda Gardino
Administrative Assistant

(360) 725-2528
GardiLF@dshs.wa.gov 
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		ORI*		DSHS-(Program)

Graff, Stacy (DSHS/HCS): Graff, Stacy (DSHS/HCS):
This means the Region or PSA. It should look like this: R1S, R1N, PSA 1, PSA 2, etc. 		First Name

collej: First Name of Employee requiring training.

		Middle Name		Last Name

collej: Last Name of Employee requiring training.
		Supervisor Name                                                       (first, last)		Phone Number		Date Printed		Work email (must be active)

collej: This is the email address used to email training information and subsequent training reminders every 2 years. Make sure this email address is valid and accurate.  If there are changes to the email address, please make sure you notify BCCU via your monthly communication.
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