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H09- 046 – Procedure
July 29, 2009 
	TO: 
	Home and Community Services (HCS) Division Regional Administrators

Area Agency on Aging (AAA) Directors

	FROM:
	Bill Moss, Director, Home and Community Services Division

	SUBJECT: 
	DSHS Secure Email Access and Use for AAAs and Providers outside the DSHS Firewall

	Purpose:
	To inform AAAs of how to register staff and/or providers so they can use DSHS Secure Email (also known as Tumbleweed) when sending confidential information for DSHS business.  

	Background:
	DSHS business includes all AAA programs funded through DSHS contracts. 

The policy for securely sending electronic CARE forms (PDFs) to providers was introduced in MB H09-014 Written Communication Policy and Sending PDF files.  MB H09-016 for the CMIS V Release, explained the need to send the new PANs and other forms securely for translation. At that time, separate instructions were given for those within the DSHS firewall and those outside.  The instructions for those outside the firewall were to fax temporarily until a secure transmission solution was identified. Faxing is slowing down the Dynamic Language process, causing delays.
Staff who have email addresses ending in dshs.wa.gov are considered to be within the DSHS firewall.  These staff can currently use DSHS Secure Email AND can extend Secure Email use to business partners outside the firewall.  

Staff outside the DSHS firewall can become Secure Email users and have an ongoing Secure Email account established if they receive an “invitation” from someone within the firewall.  Once established, these “Outside Users” can go into their Secure Email Account and can send and receive secure messages, but they cannot extend the invitation to a new business partner. Even if both Secure Email users are outside the firewall, they can communicate with each other via Secure Email.  

	What’s new, changed, or

Clarified
	DSHS Information System Services Division (ISSD) is now allowing a systematic approach to adding DSHS business partners to the Secure Email system.  HQ will coordinate a mass registration of new DSHS Secure Email users. 

	ACTION:
	For AAAs outside the DSHS firewall, AAA Directors or their designee shall:

· Complete the attached registration form to add staff and business partners who are not already Secure Email users.  The completed registration form must be submitted to your AAA Specialist by August 7, 2009. (Subsequent registration forms would also be submitted to your AAA Specialist.) Existing Secure Email users do not require registration.

· Have all new users review Secure Email use policy.  Highlights are on the Registration Form attached below, details in MB H09-014. 

· Your AAA Specialist will initiate email contact to begin the process within ten business days.  
· When staff have their Secure Email accounts, begin using the Step-by-Step Translation process below to send documents to Dynamic Language instead of faxing. 

· Inform ISSD Help Desk (1-888-329-4773) to revoke accounts when staff leave or business partnerships dissolve within ten business days of the termination action.
For AAAs within the DSHS firewall:

· Continue to use DSHS Secure Email and extend Secure Email invitations to appropriate business partners informing them it is for DSHS business only. 

· This includes providing invitations for any sub-contracted case management programs and THEIR business partners.

· Inform ISSD Help Desk (1-888-329-4773) to revoke accounts when staff leave or business partnerships dissolve within ten business days of the termination action.
· Provide the Step-by-Step Translation process below to any sub-contracted case management staff who are outside the DSHS firewall.



	Related 
REFERENCES:
	MB H09-014  Written Communication Policy and Sending PDF Files
MB H09-016  CARE Release Information for CMIS V


	ATTACHMENT(S):   
	Step-by-Step Translation Outside Firewall Instructions:


[image: image1.emf]Step-by-Step  Instructions.doc


AAA Registration Form for Secure Email:

[image: image2.emf]ADSA Secure Email  Registration Bulk.xls



	CONTACT(S):
	Susan Engels, CARE Program Manager

(360) 725-2353, engelss@dshs.wa.gov  
Aaron Van Valkenburg, AAA Specialist Unit Manager

(360) 725-2554, valkeav@dshs.wa.gov 

Brent Apt, AAA Specialist

(360) 725-2560, aptBR2@dshs.wa.gov 

Karen Fitzharris, AAA Specialist

(360) 725-2446, DigreK2@dshs.wa.gov 

Susan Shepherd, AAA Specialist

(360) 725-2418; ShephSL@dshs.wa.gov 
Leigh Wellcome, AAA Specialist

(360) 725-2547; WellcLA@dshs.wa.gov 
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CARE Document Translations from Dynamic Languages 

Step-by-Step instructions


FOR AAA OUTSIDE THE DSHS NETWORK




Requesting Document Translation


Step 1 - Create document PDF(s), using naming conventions found in the PDF File Naming Conventions, part of MB H09-014.  

Step 2- Run “Translation-billing-ltc-no-encrypt exe” program; this will be an icon on your desktop that once launched will prompt you to identify information about the document(s) and your office.  If you don’t have the icon, check with your local IT person. 


Step 3 - You will be prompted to complete or select from provided pull down choices the following required data fields:


· Region/PSA


· SSPS Reporting Unit (RU)


· Client’s ADSA ID


· Document Type(s)

· Language Code


 Choose carefully.  Wrong document or language selections can slow down Dynamic Language’s response time.  After you have completed all the data fields, the e-mail subject line will be generated for you and placed in your computer’s clipboard.

NOTE:  You must repeat step 3 and send a separate email for each document sent to Dynamic Language.  The single exception is if you are sending a Service PAN, a CARE Results, and a Service Summary for LTC. This combination of documents is one of the types that you can select from the Translation-Billing.exe application and once selected will include all 3 documents in the subject line coding. 

There is a separate contract for Braille with the Washington School for the Blind. When requesting translation of CARE documents in Braille, send encrypted email directly to Patty McDonald, LEP coordinator, email: mcdonpm@dshs.wa.gov.  All Braille documents, with the exception of Assessment Details, would be done in 10 business days. 

Step 4 - After completing all the data fields, the following message will be displayed containing the data you just entered:
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This contains the data you just entered. Click “OK”. 

If you have Outlook, it will also generate a new email message with the To: and Subject: lines complete with Dynamic Language’s email address.  Delete this email because you can’t send secure message directly from your Outlook. 

Step 5 - Access your secure e-mail account at http://secureemail.dshs.wa.gov.  Navigate to New Message and create an e-mail addressed to care@dynamiclanguage.com.  Navigate to the subject line of this e-mail; press and hold the CTRL key and type the letter V.  This will place the information that you completed in Step 3 into the subject line of your e-mail.  You may wish to add the Dynamic Language e-mail address to your Secure Email address book. 

DO NOT CHANGE THE SUBJECT LINE FIELD!  The codes mean something to Dynamic Language and are meant to help make the process more efficient.


Step 6 – Attach the PDF files created in Step 1 to the email using the “Add a file to email” functionality at the bottom of the screen.  Browse for the needed file(s) and click Add.  Send email.  

Receiving your Translated Documents

When Dynamic Language has completed translation of your document they will send your translated document back to you through Secure Email. Documents should be returned within four (4) business days if there was no client specific text and it was a language that was already translated; or eight (8) business days if there was client specific text in the document or if it was a new language. Assessment Details are not typically translated unless requested specifically by the client and do not fall within the Dynamic Language contracted timeframes. 

If you need to inquire about a job to Dynamic Language, please reference at minimum the client’s ADSA ID number, your RU, and the date you submitted the job to Dynamic Language.  Copying the Subject Line into an email body would be most helpful.  


PDF File Naming Conventions


		Last Name,

		First Initial or Name

		Optional 

ADSA ID

		Hyphen (-)

		Document Type Code

		Date: MMDDYY



		Smith,

		John

		1234545

		-

		PAN-S

		010809



		Engels,

		S

		

		-

		SS

		022809



		Nguyen,

		Tran

		3475689

		-

		CR

		031409



		Vanderbeek,

		Anne

		

		-

		PAN-P

		022409



		Morris,

		R

		5937506

		-

		AD

		012809





The option of spelling out the first name or using the ADSA ID can be used with common names at the CM/SW’s discretion.   Beginning in May 2009, if sending to Dynamic Language for translation, always include ADSA ID.  The hyphen is to separate the first name/Initial from the letters of the document type code (for when an ADSA ID is not used).


All together these would look like:  


		Smith,John1234545-PAN-S010809



		Engels,S-SS022809



		Nguyen,Tran3475689-CR031409



		Vanderbeek,Anne-PAN-P022409



		Morris,R5937506-AD012809





The document type codes for LTC are:


		PAN-S

		Planned Action Notice for Services



		PAN-P

		Planned Action Notice for Provider Issues



		CR

		CARE Results



		SS

		Service Summary



		AD

		Assessment Details 



		SSPS

		SSPS Authorizations
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Secure Email Request Form

		Agency / Organization		Last Name		First Name		Phone number and Extension		Email address

		ADS		Mouse		Minnie		3605653463 ext 1234		teststet@yahoo.com



Director Name/ Designee followed by date:

See Instruction tab for requirements, instructions on Secure Email, and attestation.

teststet@yahoo.com



Instructions

		Instructions for DSHS Secure Email Accounts (Tumbleweed)

		ADSA is rolling out DSHS Secure Email to its business partners. The purpose of this registration form is to identify (a) who needs to be given access to the DSHS Secure Email system, and (b) ensure users of the DSHS Secure Email system have been informed of the policy around proper use of the system.

		DSHS Secure Email is strictly intended for official business in the service of DSHS clients and must not be used for personal use. Confidential information transmitted over the Internet must be protected. Use of the DSHS Secure E-Mail provides the required protection.

		By submitting the Secure Email Request Form, the director or confirmed designee acknowledges that the individuals listed have been informed of the policy regarding use of DSHS Secure Email.  You further acknowledge that their access is required to carry out legitimate DSHS business and protect sensitive information.   

		When a staff member no longer has a need to use the DSHS Secure Email (e.g., no longer on staff, or a change in job duties no longer requires use of the system) please contact 1-888-329-4773 or issdhelp@dshs.wa.gov  Unused accounts are inactivated after 180 days and require a password reset by calling the ISSD help desk.

		For business partners already signed up and currently using the DSHS Secure Email system, no registration is needed.  Those individuals area also subject to the policy regarding appropriate use of Secure Email.

		Send completed Secure Email Registration form to your ADSA AAA Specialist.

		Note:  It is your responsibility to track and retain records on all your DSHS Secure Email users.

		Some Secure Email Basics

		Users will be notified of their secure email account approval and temporary password by their ADSA AAA Specialist.

		After a user account is set up, the user logs into  https://fortress.wa.gov/dshs/ime/ and enters their email address and temporary Secure Email password.  To send a new message click on New Message in the left hand column.

		Passwords must have at least 8 characters or more AND including at least one number.

		The subject line is not secure.  Only the body of the email and any attachments are secure.

		Secure mailbox size is limited to 10MB.

		Secure messages are automatically deleted after 21 days.

		Info sent via use of the DSHS Secure Email System is subject ot Public Disclosure and e-discovery processes.

		Users should keep their secure mail folders including Inbox and Outbox cleared out.

		A Secure Email recipient can reply up to 3 times to a single message.

		Read the Secure Email screens for further information.

		Questions About Secure Email

		For help:  1-888-329-4773 or issdhelp@dshs.wa.gov

		http://secureemail.dshs.wa.gov



http://secureemail.dshs.wa.gov

Send completed Secure Email Registration form to your ADSA AAA Specialist.




