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H09- 014 – Information

April 16, 2009
	TO: 
	Home & Community Services (HCS) Division Regional Administrators

Area Agency on Aging (AAA) Directors

	FROM:
	Bill Moss, Director, Home and Community Services Division

	SUBJECT: 
	Written Communication Policy and Sending .pdf Files

	Purpose:
	To inform staff of new policy around written communication, including email use.  Also introducing a standardized way to create PDF files from CARE.  This will facilitate ability to send electronic documents to providers and clients for those who have the capability to encrypt email.

	Background:
	The field requested a user-friendly method to send and store CARE documents electronically.  Many offices are sending CARE documents to providers electronically, but the software currently available to most CARE users creates files that are not easily opened by the recipients.  Offices are using a variety of technical solutions. It is also apparent that staff is not universally using secure email when sending confidential client data outside the dshs.wa.gov network.  ADSA IT staff determined that using PDF Creator to email documents will provide the best free solution and will standardize practice statewide.
Email use has become an integral part of our society and some clients now prefer to communicate with their SW/CM in that way.  It is more cost efficient and expedient to send CARE documents to providers electronically than by standard mail or faxing.  All email communication is potentially subject to Public Disclosure requests and it is important to have policy around form and content.  Confidentiality must also be assured by use of encrypted email delivery services. 

	What’s new, changed, or

Clarified
	PDF Creator will be made available for installation April 20, 2009.  Local IT staff can facilitate installation on individual machines.  The PDF Creator solution will work on every computer to save documents in .pdf format.  Unfortunately not all CARE users have MS Outlook or access to the dshs.wa.gov secure email system.  There will be one set of instructions for the users within the WAN system and another set for those not in the WAN.  

	ACTION:
	The attached policy on Written Communication is effective immediately.  For those within the WAN, begin using PDF Creator when sending electronic documents to providers.  
For those who do not have a secure document transmission solution at this time, continue to fax and mail documents.  HQ IT staff hopes to have an encryption solution for all users in the near future. 

	Related 
REFERENCES:
	PDF Creator Training Video link (for CARE Users within the DSHS.wa.gov network): http://adsaweb.dshs.wa.gov/training/

	ATTACHMENT(S):   
	Written Communication Policy:
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	CONTACT(S):
	Susan Engels, CARE Program Manager

(360) 725-2353
engelss@dshs.wa.gov  
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Written Communication Principles


All file documentation is available to the client, therefore written communication generated by ADSA, including emails, letters, SERs, and Assessments will adhere to the following principles to ensure clarity, accuracy, and relevance of documentation. 


· Indicate the date written and the author on all documentation unless time and author stamp is system driven. 


· Write in a style that facilitates communication and understanding by others: 


· Utilize journalistic recording, addressing: who, what, where, when, how, and why in an objective, factual, and descriptive manner; 


· Write succinctly. Use simple language without jargon or obscure abbreviations; 


· Use correct grammar, sentence structure, and punctuation; 


· When writing about more than one person with the same last name, include the first name or identifying role; 


· Use pronouns only when it is obvious who is being referred to. Avoid using ‘this,’ ‘that,’ ‘these,’ ‘those,’ and ‘it.’ Use of first person may enhance clarity; 


· Indicate the relationship of individuals to the situation; 


· Use descriptive, factual language. Avoid ‘emotional’ terms (such as resistive, non-compliant, abrasive, caustic), sarcastic remarks, discriminatory, emotional, sexist, and racist language; 


· Avoid opinions. If included in documentation, opinions must be identified as opinion, relevant, and professional not personal; and 


· Identify the source of information (e.g., observed by SW/CM; reported by __; according to ___; as evidenced by ___; quote during an interview—per client “…”). 


Emailing with Clients:


Some clients (or representatives) may request or prefer that Social Workers/Case Managers communicate with them by email.  When this is the case, it is important to remember that email is a permanent part of the client record and may be subject to Public Disclosure.  

The cultural norm is for email to be a more informal method of communication, but for Department purposes it should be professional and businesslike, following these guidelines:  


· Compose emails using the writing standards documented above, including correct punctuation, grammar, capitalization, and spelling. 

· Include a relevant subject line


· Address the client in the body of the email as you would if you were writing a formal letter


· Follow Plain Talk Guidelines 


· Avoid using:

· personalized graphics or emoticons ((); 

· personalized Themes or Stationery, unless agency approved;

· mottos or quotations in the signature line;


· ALL CAPS; or

· casual acronyms such as LOL (laugh out loud), BTW (by the way), etc.

· Print e-mails and file in the case record. The e-mail then becomes part of the case record and follows the normal record retention schedule as outlined in Chapter 2 of the LTC Manual. 


· Delete the electronic e-mail after printing and filing.

· You are responsible to print any outgoing email you sent to the client.  Emails received from client should also be printed and kept in the client file.  

· Emails may contain standard confidentiality disclaimers.

Emailing with Providers

Transmission of CARE Assessment documents to providers by secure email is the preferred method when providers have the technology.   This allows for rapid dissemination of documents with less staff-time, postage and resources used.  Providers who do not have internet access or printing capabilities may still request hard copies by fax or standard mail.  These email must be encrypted or transmitted by a secure methodology meeting the standards of DSHS Administrative Policy 5.01—Privacy Policy (and the DSHS Information Technology Security Policy Manual)

Follow the same standards for writing as documented above if there is a message that needs to accompany the attachments.  Local offices may create standardized template language to insert in these emails.  

Encrypted Email with PDF Creator

Client information is confidential and must be protected by using an encrypted email service any time it is sent outside the state email system.   For HCS/DDD and AAA’s which use the State Global Directory, “Encrypt Account” is available in the “Add-Ins” tab displayed above the Outlook 2007 message.  AAA’s using tribal, county, city or other systems will need to find their own ADSA approved encryption system if they want to send confidential client information outside their local directory until such time as a statewide solution is identified.

When emailing CARE documents, follow these steps: (see also PDF Creator Training Video at  http://adsaweb.dshs.wa.gov/training/ )

1. When the Print dialogue box is displayed, choose “Save to PDF” which is usually at the bottom of the printer name list.  Click OK.


2. Type the Document Title into the PDFCreator dialogue box using the Document Naming Convention in Appendix A. 

3. None of the other fields need to have data entered.  Leave the Subject line, “Encrypt-Account” intact.  This must be in place for secure email service to be activated.  If you are outside the DSHS Global Directory, the subject line will be blank.

4. When PDF Creator is installed on your machine, it will automatically create a new folder in your “My Documents” named “Save to PDF”.  Once you have selected it as the destination folder, PDF Creator will default to that folder each time you save a document in PDF.  This is the preferred location for initially storing these files.

5. Click the eMail button to save the PDF and then automatically create an Outlook email if you are sending only one attachment.  If you wish to send more than one attachment (ie. SS, AD, & SSPS) in a single email, click Save on the first documents then eMail on the final document. Manually attach the first documents to the resulting email. 

6. If the user does not have MS Outlook, skip the Email button and use the Save button.  Create an email in your system and manually attach documents.  Only email if you have HIPAA compliant secure email.  


7.   The WaitCollect button gives the ability to combine multiple forms into one PDF document.  Appendix D gives WaitCollect instructions for advanced users. 

8. Enter the email address and any professionally composed message if needed.

9. Send.  It will automatically go encrypted if you are within the DSHS email system (i.e. your email address ends in dshs.wa.gov).  If you are outside of the state system, follow your ADSA-approved local protocol for encrypted email.  

10. See LTC Manual Chapter 16 for instructions for sending documents for translation.

11. See LTC Manual Chapter 2 for record retention policy.

How to Use Encrypted Email (For users within the DSHS Global Directory)


Tumbleweed, the Secure Email program used by DSHS, will send email responses to both the sender and receiver.  These emails will contain all the links and instructions necessary to use the system successfully.  See Appendix B for example email messages.

1. First Time Use:  The first time you send an email using encrypt-account, an account is automatically set up for you and you are sent the password for your account. You can personalize and use this account to track the status of all encrypted emails you send and receive.  You will likely receive four emails:


1. One stating your message had been redirected to the DSHS Secure Message Server;


2.  One informing you that a new account has been set up for you, including your password; 


3. One providing more information about  your account, and 


4. Another if the e-mail was sent to a recipient who did not already have an account, informing you that an account has been created for them and you need to send them their password.

5. You may wish to also send new recipients a helpful external user’s guide developed by ISSD.

2. On-going Use:  After both parties have accounts established, you will only receive two emails.

1. One stating your message has been redirected to the DSHS Secure Message Server;


2. Another email giving information about tracking the delivery

3. Recipient Emails:   Recipients will receive an email notification linking them to the pickup site.   You will need to supply their password to them the first time they use their account.  After that, they may personalize and manage their own password/account.  


4. Delivery Notification:  After the recipient has successfully retrieved their message, you will receive a delivery notice.


5. Recipients may reply to you through your encrypted account.  You will receive a notification email from Tumbleweed if there is a message delivered to your account. 


6. More information about DSHS Secure Email can be found at:  http://ishare.dshs.wa.lcl/Services/Messaging/Pages/secureemail.aspx

Users of email systems outside of the state firewall will need to follow local ADSA-approved protocols for ensuring confidential transmittal of confidential client information.


Appendix A  

         File Naming Conventions

		Last Name,

		First Initial or Name

		Optional 

ADSA ID

		Hyphen (-)

		Document Type Code

		Date: MMDDYY



		Smith,

		John

		1234545

		-

		PAN-S

		010809



		Engels,

		S

		

		-

		SS

		022809



		Nguyen,

		Tran

		3475689

		-

		CR

		031409



		Vanderbeek,

		Anne

		

		-

		PAN-P

		022409



		Morris,

		R

		5937506

		-

		AD

		012809





The option of spelling out the first name or using the ADSA ID can be used with common names at the CM/SW’s discretion.   Beginning in May 2009, if sending to Dynamic Language for translation, always include ADSA ID.  The hyphen is to separate the first name/Initial from the letters of the document type code (for when an ADSA ID is not used).


All together these would look like:  


		Smith,John1234545-PAN-S010809



		Engels,S-SS022809



		Nguyen,Tran3475689-CR031409



		Vanderbeek,Anne-PAN-P022409



		Morris,R5937506-AD012809





The document type codes for LTC are:


		PAN-S

		Planned Action Notice for Services



		PAN-P

		Planned Action Notice for Provider Issues



		CR

		CARE Results



		SS

		Service Summary



		AD

		Assessment Details



		SSPS

		SSPS Authorizations





Appendix B   

Sample Encrypted Email Messages

Sender— DSHS Secure Message System Notification:  Sample Text

Your Account-Based Security message (keyword:  Encrypt-Account) has been redirected to the DSHS Secure Message Server for secure delivery.


This is message 1 out of 2 messages you should receive when the Secure Message has been successfully delivered to the recipient.


If you do not receive the second message or an error is displayed in the second message, please contact the DSHS/ISSD Help Desk toll-free


1-888-329-4773 or 360-902-7700.


Sender— New Tumbleweed IME Account Notification:  Sample Text

Your message (described below) has been redirected to Tumbleweed IME for secure delivery based on corporate policy.


In order to deliver this message securely, we needed to create the following Tumbleweed IME account for you:


Account Name: engelss@dshs.wa.gov

Password: BJooKSe5


You may login to your Tumbleweed IME account at the following Web address: https://fortress.wa.gov/dshs/ime/. You can use this account to track the status (described below) of this message as well as send secure messages through Tumbleweeed IME in the future.  Once logged in, you will be able to change your password listed above.


......................Message Header.................................


To: "Peterson, Kim"  ksmith2@co.pierce.wa.us

Cc: 


Subject: Sprat, Bertha-SS02052009 Encrypt-Account


Sent: Thursday, February 05, 2009 17:16:31 ...................................................................................


......................Message Tracking...............................


In order to track the status of this message, login to your Tumbleweed IME account at https://fortress.wa.gov/dshs/ime/, find this message in your Outbox and view the tracking information contained there for this message.


...................................................................................


......................Help Accessing Your IME Account............


* If the Web address above is highlighted, click on it to open a browser window. You will automatically be taken to the login page where you can then login to Tumbleweed IME with the account and password listed above.


* If the Web address is not highlighted, do the following:


- Open a Web browser window


- Copy and paste the entire Web address listed above into the "location" or "address" bar of the browser


- Press the 'Enter' or 'Return' key on your keyboard


- Use the account name and password listed above to login to Tumbleweed IME ...................................................................................


Sender— Your DSHS Secure E-mail Account Confirmation:  Sample Text
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				Log In 
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A DSHS Secure E-mail Account has been created for you.
Account Name: engelss@dshs.wa.gov

You may log in and start using this account at the following Web address:

https://fortress.wa.gov/dshs/ime 




Having trouble?
If clicking the URL above does not automatically launch your web browser, then follow these steps:


1. Open a web browser window.


2. Copy and paste the following Web address into the "location" or "address" bar of the browser:
https://fortress.wa.gov/dshs/ime

3. Press enter.






DSHS Secure E-mail
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Sender—When Recipients don’t already have an Account:  Sample Text

New Tumbleweed IME Account Notification


The following recipients did not have an existing Tumbleweed IME account and thus, will need to provide a password to read the message you sent:



ksmith2@co.pierce.wa.us

Please share the following password with the recipients listed above: sUsrFiW6


We recommend using a secure out-of-band method like a telephone call to communicate this password to the recipients.


Once these recipients have accessed your message securely, they will be given an opportunity to define their own password for future deliveries from you so that you will not have to share a unique password with them.


......................Message Header.................................


To: "Smith, Kim"  ksmith2@co.pierce.wa.us

Cc: 


Subject: Sprat, Bertha-SS02052009 Encrypt-Account


Sent: Thursday, February 05, 2009 17:16:31 ...................................................................................


......................Message Tracking...............................


In order to track the status of this message, login to your Tumbleweed IME account at https://fortress.wa.gov/dshs/ime/, find this message in your Outbox and view the tracking information contained there for this message.


...................................................................................


......................Tumbleweed IME Package Options..........


Your package has been sent with the following Tumbleweed IME Package Options


Expiration: 21 Days


Security: Store encrypted, require secure connection for retrieval


Password: Account based with auto-enrollment


Notification: Standard email


Secure Reply: 3 granted, 10240 maximum reply size, cannot reply to all


Confirmations: Notify when viewed, notify if delivery fails .......................................................................


Sender— DSHS Secure Message System Notification for existing accounts:  Sample 

Your Account-Based Security message (keyword:  Encrypt-Account) has been redirected to the DSHS Secure Message Server for secure delivery.


This is message 1 out of 2 messages you should receive when the Secure Message has been successfully delivered to the recipient.


If you do not receive the second message or an error is displayed in the second message, please contact the DSHS/ISSD Help Desk toll-free


1-888-329-4773 or 360-902-7700.


Sender—Tracking the Delivery when accounts are established:  Sample Text

......................Message Header.................................


To: "Peterson, Kim"  ksmith2@co.pierce.wa.us

Cc: 


Subject: RE: Sprat, Bertha-SS02052009 Encrypt-Account


Sent: Monday, February 09, 2009 13:49:15 ...................................................................................


......................Message Tracking...............................


In order to track the status of this message, login to your Tumbleweed IME account at https://fortress.wa.gov/dshs/ime/, find this message in your Outbox and view the tracking  information contained there for this message.


...................................................................................


......................Tumbleweed IME Package Options..........


Your package has been sent with the following Tumbleweed IME Package Options


Expiration: 21 Days


Security: Store encrypted, require secure connection for retrieval


Password: Account based with auto-enrollment


Notification: Standard email


Secure Reply: 3 granted, 10240 maximum reply size, cannot reply to all


Confirmations: Notify when viewed, notify if delivery fails ...................................................................................


Recipient receives notification:  Sample Text
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				Log In 
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You have received an important delivery from engelss


Please pick up the message at the following Web address:


https://fortress.wa.gov/dshs/ime/ime?x=4-1477230-1079406-0F2SEESC 


The message will expire on Thursday February 26, 2009 at 17:17:45 PST8


......................................................................


Need help picking up your message?


*  If the Web address above is highlighted, click on it to open a


   browser window. You will automatically be taken to the message.


*  If the Web address above is not highlighted, follow these steps:


   - Open a Web browser window.  


   - Copy and paste the entire Web address into the "location" or 


     "address" bar of the browser.


   - Press enter.






DSHS Secure E-mail
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Sender— DSHS Secure E-mail Delivery Status:  Sample Email
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The following DSHS Secure E-Mail message:
Subject: Sprat, Bertha-SS02052009 Encrypt-Account
Sent: Thursday February 05, 2009 at 17:16:46 PST8
To: ksmith2@co.pierce.wa.us

File(s): Sprat, Bertha-SS02052009.pdf 
was received by ksmith2@co.pierce.wa.us
on Monday February 09, 2009 at 10:21:03 PST8
For more information, check your DSHS Secure E-mail Outbox at: 

https://fortress.wa.gov/dshs/ime 




Having trouble?
If clicking the URL above does not automatically launch your web browser, then follow these steps:


1. Open a web browser window.


2. Copy and paste the following Web address into the "location" or "address" bar of the browser:
https://fortress.wa.gov/dshs/ime

3. Press enter.






DSHS Secure E-mail
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Appendix C    

Secure Email External User Guide

How do I get my Secure Email from DSHS?


1) Point your browser to https://fortress.wa.gov/dshs/ime/

2) In “Account Name or E-mail Address” field enter your email address – the address used by DSHS to reach you.


3) Enter the password given to you by DSHS.  Don’t know it?  Contact the person who sent the message.  If they are unavailable you may call the DSHS ISSD Help Desk at one of the following:


· 360.902.7700 


· 1.888.329.4773 


· ISSDHELP@dshs.wa.gov 


4) After logging in you will see your Secure Email Inbox and any messages.  Note: all messages will be automatically deleted after 21 days.  If you need to keep the message for more than 21 days, you must save to your computer or network before it is deleted.
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5) To open a message, click the Message title. You may reply, reply to all, forward, delete or move your message after you open it and you may open any attachments associated with the message.  
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6) Any attachments will appear in the “Files from Sender” section below the “Message from Sender” text.  Click the File Name to open each attachment.  Note: to ensure attachments remain with the message, close them before exiting your Secure Email Inbox.


How do I send secure email to DSHS?

1) Within your Secure Email Inbox, click “New Message” in the left pane.
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2) Complete your email message.  Note: The DSHS Secure Email system will only send to DSHS employees.  You must enter their full email address.  Message size limit is set to 10MB, to include message body and any attachments.  

[image: image31.png]’ DSHS Secure E-mail New Message

DSHS Secure
Email Menu

®New Message

POWERED BY

TUMBLEWEED

CFlename e sie Adion
| Biowse.. |
i

ofiersy =]

[ [ [8 NJtocalintranet 7







3) If you frequently send and receive DSHS secure email, we recommend you keep your mail folders including Inbox and Outbox cleared out.  To do so, go into each folder and check the box next to each message that can be deleted.  Then click “Delete Checked Messages.” 
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4) Before closing the Secure Email window, click “Logout” on the left pane.
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Final note: This service is provided to allow you to confidentially communicate with other legal and authorized entities over the Internet. It is strictly for business use, not personal use per DSHS policy. 


Appendix D

Combine Documents using WaitCollect

Combining documents can be useful because it allows you to take two separate documents and convert them into one PDF for printing or emailing.


1. Open the first document and click Print.


2. When the print dialog appears, change the printer from your default printer to the PDFCreator printer. 


3. When the PDF Creator window appears, click on the “Wait – Collect” button. The PDFCreator print monitor comes up and the document is in the queue (it will always be called “Java Printing”).


4. Open the second document, click Print and choose the PDFCreator printer.


5. Click the “Wait – Collect” button.


6. The PDFCreator print monitor now shows both documents you wish to combine in the queue.  Select both documents and go to the Document menu and click on Combine. The two documents will become one.


7. Now click on the Documents menu and click Print.  PDFCreator will ask for some information and where you want to save it or email it.


8. Your single PDF will be created and opened up in your default PDF viewer or opened in your email program.
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