Career Path Services

How To Create A
Digital Signature And
Sign A Document With
Adobe Reader XI

Created by Jerry Higbee

jhigbee
12/05/2012



HOW TO CREATE A DIGITAL SIGNATURE AND SIGN A DOCUMENT WITH ADOBE READER XI ~ December 5,2012

How To Create A Digital Signature In Adobe Reader XI

(1) Open Acrobat Reader XI and navigate to the Preferences menu as shown below
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(2) Choose ‘Signatures’ from the ‘Categories:’ menu on the left. Next to the ‘Identities & Trusted Certificates’, click ‘More..’
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(3) Click ‘Add ID’ as show below.
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Issued by: Jerry Higbee
Career Path Services
Valid from: 2012/01/26 07:26:51 -08'00' 1
Valid to: 2017/01/26 07:26:51 -08'00" IE
i Intended usage: Sign transaction, Encrypt document

(4) Select ‘A new digital ID | want to create now. Click Next.
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(5) Ensure ‘New PKCS#12 digital ID file is selected. Click Next.

- -
Add Digital ID [

-
ike to store your self-signed digital ID?
k @ New PKC5#12 digital ID file
Creates @ new password protected digital ID file that uses the standard PKC5#12 format.

ol This commen digital ID file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .pl2 file extension.

| I (71 Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows legin.
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(6) Fill out the highlighted portions of the window below using the instructions provided in red. Do
not change Country/Region, Key Algorithm, or Use digital ID for. Click Next.

0 ==

Add Digital ID

: N T

Enter your identity information to be used when generating the self-signed certificate,
| B

Mame (e.g. lchn Smith): I Your Mame Enter your first and last name.
11 Organizational Unit: I Your Agency e.g. WorkSource, Admin Team, etc.
2 I Organization Mame: ICanaer Path Services  Enter the company you work for.

Enter your email address

Email Address: I our Email

Country/Regicn: ’ US - UNITED STATES v]

[ Enable Unicode Support

Key Algorithm: ’1024-bit RSA 'v]

Use digital ID for: ’Digital Signatures and Data Encryption v]
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(7) Choose a password for your digital signature. If you forget this password, you will have to
create a new digital signature. There is no password recovery mechanism when you lose the
password for your digital signature. Click Finish.

.
Add Digital ID S|

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
1k so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

rogl File M
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a I I\Users\jhigbee‘uﬁ.pp[}ata\ﬂuaming‘uidﬂ-be‘uﬁ;cmbatﬂﬂ.U\Securit_l.r\_lohnDu:l-e.pfx Browse...

IR ot fated

Confirm Password:
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(8) View your new digital signature. You can now use your digital signature to sign Adobe Acrobat
forms. The next section of this How-To covers signing documents with Adobe Reader X.
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Sign An Adobe Document With Your Digital Signature

(Note: This method is identical to the instructions for signing a document in Acrobat X)

(1) Inan Adobe document, click the signature field (shown as ‘1’ in the picture). If this is the first
time you are signing a document with your digital signature, you may see the ‘Add Digital ID’
window below. Ensure ‘My existing digital ID from -> A file’ is selected (2) and then click ‘Next’

(3).

j:lmln..la.-mmum,m Adobe Reader j— # =@
f} EdS] 5 = + | 1 i.rz | - (o :mo:i: x| | il K | Ed | et Tools | Sign | Comment | Extend

Flease describe the
incident step-by-step:

(Attach additional shee
if needed) dd Digital 1D
|
How could this incident Lkl
have been prevented? 2
&
Did By injury oceur Ma: (e, A roxaming digital [ s eved via 3 weruer
A 5
churing this incadent © Yes (List A device connected to this computer
(Was emergency first aid rendered? @ A new digital 1D | want 1o create now

Wias an ambulanceiphysician
called?

(Did you see a doctor about this
inguryiiiness?

-

-

(Did & loss of work hme occur?

Date: |Jan 26, 2012 | Hody =
. — 3 |G
Date: |Jan 25, 2012 Hol .

Certification - | 4 my 5
1 e Daate: [dpn 26, 2012
I -up 15 days from today's date: | =T 15 resolvedd and does ol require folow-up
Send Complete Forms To: - Oniginal - Location Safety Offficer - Copy/Fax - Juanita Gray, Spokane Ofce, 509,323, 1244

Incident Report Follow Up Form e
To be completed within 15 days of completing the Incident Report Form Cypers Pary

@ Injury/liness " Mon-Injury (" Property Damage (" Theft (" Harassment (7 APS/CPS Report
g up
on alan: " Other (1 think | showuld tel someone)
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(2) To continue adding your digital ID and make it available to use for signatures, locate the digital
signature file you created earlier (1) and select the file (2). Click ‘Open’ (3). Enter the password
you created for your file, and then click ‘Next’ (4).

(Attach additional shee!

if needed) Add Digital ID [ &= |
sefora file. Digital ID files are password protected and requin assword in
ile Name:
Organize » New folder | Browse...
= - 11
P s Date madified
Password:
B Desktop Cache 1/24/2012 204 PM
18 Downloads e e v
| Dropbox 2| [ JohnDoe 1/26/2012 7:40 AM ] i
| Recent Places
i No preview
i Libraries aE o
% Documents
&) Music |
[ Pictures il 4
B8 videos
il
ot o | ;

File name:  JohnDoe . Digital ID Files (", pll_’ pF)

nformation is true and correct to my knowledge.

| Open |v Cancel

Date Jan 26, 2012
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(3) View that your digital signature has been added to the list of signatures that can be used for
signing and encryption. Click Finish.

oo ==

The following digital IDs will be added to your list of digital IDs that you can use for signing or
encryption:
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(4) Tosignthe Adobe document, enter the password you originally created for your signature. If
you cannot remember your password, you will have to create a new digital signature. There is
no password recovery mechanism for digital signatures. Click Sign.

-
Sign Document u

Sign As: [John Doe <jdoe@careerpathservices.org> v] @

ctid! Certificate Issuer: John Doe

= Appearance: ’Standard Text v]

L. Digitally signed by John Doe
— 0 n DN: en=John Doe, o=Career

Path Services, ou=Accounting,
email=jdoe@carserpathservice Ii

I g.org, c=US
| 0 e Date: 2012.01.26 07:53:05

-08'00’

e

Cancel l
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(5) Optionally rename the file you are signing. Click Save, whether or not you rename the file , to
ensure the digital signature is saved to your document.

E - - l

Savein: |, jhigbee - & ?’ = i [
iz Mame : Date modified Type =
;'} i CPS 11/3/2011 1:01 PM File fol
RecentPlaces || Miscellaneous 11/28/2011 712 AM  File fol
-‘- .. Prior to Deployment 10/24/2011 214 PM  File fol
\. Reports 11/2/2011 9:50 AM  Filefol| _
Desktop | Web Backups 11/28/2011 1:02PM  Filefol i
e . Web Documents 1072572011 7:56 AM  File fol
ﬁJ 'EC] Cell Phone Reimburse - MOV-DEC 2011 12/28/2011 11:29 ...  Adobe Igce
Libraries EC] DDD Incident Report Form 1/25/201210:05 AM  Adobe
Eﬁ] Horne Internet Reimburse - NOV-DEC 2011 12/28/201111:32 ...  Adobe
L&h" '@Incident Report Form 1/26/2012 747 AM Adobe
Computer 'EC].IH Sick Leave Request - 31JAN2012 1/4/2012 5:18 PM Adobe ‘les
- 'EL'] MET P¥11 AMEX YVoucher 11/23/20111:34 PM Adobe
Qu; :Elll phoDesianer PY11 AMEKr‘::oucher 1172372011 1:33 PM Adol:e T lles
i =L
Metwork
File name: Incident Report Fom - u s
Save as type: } [ Cancel
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(6) Note the bluish gray bar at the top of the window indicating the validity of the digital signatures.
You will also see that your signature has been added to the document.

5 et Rt Formm Sampleplf - b ewder — o -— L G ]
File e View Window Help i =

|E‘;_-];J]ﬁ.'_-@l__|| a il e Don -1 = (3 ] e ook | Sign | Commen

Incident step-by-step;

[Atach additional sheet
if necded)

How could this incident
hirve: besen privented?

i bodiy injury occur Mo (I no, skip to the Capificabion section of the form)
dusting thiss incident?

T Yes (List Injunies)

‘Was emergency first aid rendered? @ MNo 7 Yes gy Whom |

‘Wias an ambutance/physician
called?
Did you see a doctor about this

@ho O Yes ByWhom |

@Mo O Yes Name [

Phone: [

Did & loss of work time occur? Mo (& Yes Was an L&l (Labor and Industries) Claim filed?

Date: |Jan 26, 2012 Hours:|8 Have you mured this part of your bady befare?
TR FPRPO ol I PR |

- - .

= | certify the above information is true and correct to my knowledge.

Signature: lJohn Doe %ﬂm Date: {Jan 26, 2012
= from foday's 10

Incident Report Follow Up Form
To be completed within 15 days of completing the Incident Report Form

® Inpury/Miness " Non-lnpry (7 Property Damage ¢ Thefl 7 Harassment  APS/CPS Report
1 am following up

on alfan. 7 Dither (1 think | shoold lel someans) [

Note: It is worth noting that signing a document often has the effect of locking some or all of the
fields in the document from being edited. The reason for locking some or all of the fields is to
ensure the document is not modified by someone else after a form has been signed by a
particular user.

Congratulations —you are finished!
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