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ONLINE INVESTIGATIONS™  
Nov 14-15, 2013 

Host:  Mercer Island Police Department 

Register online at www.policetechnical.com 
$350 Per person 

 
Course Overview 
 
Conducting online investigations presents a unique set of challenges and opportunities for law enforcement personnel.  These 
challenges and opportunities demand new skill sets in order to evolve with technological change.  This course provides the student 
with the knowledge to cultivate and develop that skill set.  This course will empower the student with the ability to effectively 
conduct online criminal investigations, engage in online undercover investigations, and locate track and apprehend criminals 
blending yesterday’s, today’s and tomorrow’s technology.   
 
This course will provide law enforcement personnel with an accelerated introduction to the constantly evolving dynamics of online 
criminal investigations.  Students will explore unconventional investigative techniques and approaches to conducting online 
investigations.  This course will emphasize learning by doing activities involving actual and relevant case examples of online 
homicide, robbery, narcotics, property and vice related crimes.  No technical background is required. 
 

 

 

 

 
 
 
 
 
 

JEFF BICKFORD 
Jeff Bickford is 10 year law enforcement veteran who began his law enforcement career with a Sheriff’s 

Office in northwest Washington. He received his Bachelor’s degree in Criminal Justice from Central 

Washington University. 

Currently with a Police Department in Central Washington, he was active in the patrol division before 

joining the Proactive Anti-Crime Team, which was responsible for investigations in narcotics, prostitution, 

property crimes, wanted persons and vehicle theft.  Currently assigned to the Street Crimes Investigation 

Unit he is active in internet based crime, fraud and property, and UC investigations. 

Experience with social media channels and websites like Craigslist; have positioned Mr. Bickford to have 

“street cop’s” perspective on how online investigations impact investigation across a wide range of areas 

including:  confidential informants, search warrants, computer forensics and narcotics. 

Mr. Bickford lives in Washington State with his wife and children. 

Day Two:  
1.  Metadata - What is it and what can it do for you? 
2. Social Media Overview - Exploration of the major players 
and Intel and investigations. 
3. Tools and Resources - Must have resources to help you 
further your case. 
4. Search Warrant Tips - Search warrant tips and trick for 
online investigations. 
5. Case Management/Organization - Resources you likely 
have but are not utilizing. 
6. Future Trends of Online Investigations - The future of 
online investigations. 

Day One:  

1.  Foundation of Online Investigations - You can run but you 

can't hide. Understanding the basics. 

2. Online Security - Are you the hunter or hunted?  

Considerations before you begin an online investigation. 

3. Craigslist - The mighty classified. How to initiate a 

proactive case. 

4. Backpage - Exploring illicit activity and advanced search 

techniques. 

5. Gmail - Using traditional email to further your 

investigation. 

6. Google Voice -  What is it and how can it benefit you? 
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