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What is gambling / internet gambling? 
 

 Laws and Legal        
Contents: 

 Federal Laws 

Title 18 - Wire Act (1084), Travel Act (1952), Illegal Gambling 

Business (1955), Unlicensed Money Transmitting Business 

(1960), Money Laundering (1956/1957), Conspiracy to commit 

Bank and Wire Fraud (1343) 

Title 31 – UIGEA subtitle IV Chap 53 

 Seitz Opinion letter 

 Non-Criminal Options 

 State Laws 

 Seizures 

   

 

 Documentation        

Contents: 

  Data Collection Worksheet 

  Casino City Information   

Wagering:         

 Wager Transaction Records 

Case Reports: 

Compilation Cases 

  Parallel Investigations 

  Technical Data Collection  

  Vital Service Providers 

 

 Intelligence and Information Background   

 Criminal History 

 Business History 

 Financial History 

 

 Search Warrants & Subpoenas    

 Preservation Letters 

 Subpoenas 

 Search Warrants      



 Forensic Considerations 
 Electronic Evidence Collection 

 Computer Forensics 

 

 Networking & Internet Technologies – An Intro   

 Network Types & Elements 

 Models & Protocols 

 Internet Addressing 

 Domain Name System 

 Broadband Technology 

 Wireless Technology 

 

 Internet Mining – Digging for Data     
 The Internet 

 Data Transmission 

  Transmission Control Protocol / Internet Protocol (TCP/IP) 

  Internet Software Structure 

 IP Addressing & Domains 

  IP Domains 

  Domain Name System (DNS) 

 

 Technical Data Collection – Tools of the Trade   
 Links & Associations 

  Touchgraph.com 

 Traceroute – Tracert – Tracepath 

  Neo-Trace / Path Analyzer Pro 

  Visual Ware 

 

  

 Domain Tools       

  Whols & DNS Information 

   DomainTools.com 

   DNSStuff.com 

   SamSpade.com 

 

 Other Useful Tools       

 Domain & Registrar Information 

  IANA 

  ICAN 

  INTERNIC 

  Alexa 

 Internet Archives 

 DNS WatchInfo.com 

 MaxMind 



 Online Investigations Media Capture 
 Snagit 

 Camtasia 

 

 Creating Your Covert Persona     

 The “Cold” Computer 

 The Anonymous Email Account 

  Gmail 

 The Internet Connection 

  Cellular Broadband 

 The Tout Service 
 

 Use of automated tools 

 

 Practical Demonstration / Exercise 
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